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As kids go online at younger and younger ages, parents need to be aware of what they are doing on the Internet,
most importantly on Facebook. Although Facebook technically states that children must be 13 years old to open
an account, they do not ask for age/ID verification beforehand. This means anyone of any age can open up a
Facebook profile, with or without a parent’s permission.
This is where you come in: If your child doesn’t have a Facebook profile and is asking for one, telling them
they don’t need one isn’t the answer. Facebook is a popular web site and if all their friends have profiles, they
are going to want one, whether or not it’s “needed.” Wouldn’t you rather know what they are doing online
rather than finding out later they opened up a profile without your permission?
The best way to approach this is to sit with your child as they open up an account on Facebook. Before this, set
ground rules:
1. They must give you the password and cannot change it without your permission. If they do, let them know
you will cancel their account
2. You must approve what info they put in their profile so that they are not giving away too much personal
information. This is for their safety, not you being mean to them.
3. Any photos/videos they post should be approved by you first. If you find something you don’t approve of,
don’t punish your child. Instead, find an alternative photo/video for them to post.
4. If you don’t have a Facebook profile, now is a good time to open up an account. Have them help you do this.
Make your child your first friend. This is how you can keep an eye on themwithout looking over their shoulder
when they are online. If you do have a Facebook profile, add your child as a friend.
Have your child show you how Facebook works. Don’t be surprised when you find out they know more about
the site than you thought. But, now you can surprise them by going through various settings to make sure they
are protecting themselves on Facebook (and you should consider these steps for your account as well).
If your child already has a Facebook account and balks at any rules you institute, remind them that until they
leave the house to go off on their own, *you* are paying for the Internet and their cell phone and they need to
abide by your rules. Which means they need to make you a friend.
You may also want to download, print and sign pledges that we have available on our web site at
haltabusektd.org. There are two - one for your child to sign and one for you to sign. You can exchange the
pledges with each other once they are signed. In this way, you both promise to do certain things when it comes
to online issues, not just your child promising to be good online.
Now on to changing settings in Facebook to be safer. . .

When putting in information, your child does not need to list their cell, home phone number or home address
and where they work (if they do). They should also select “Show month and day” for their birthday, but not the
year, just to be safer. Just because Facebook asks them to put in this information, it does not mean they have to.
The less information in their profile, the better.

Once you’ve set up the account, make sure to click on Account (top right), then Account Settings. This shows
what you’ve already input. If, down the road, or if your child has had an account for a while, click on the
Download Your Information (Learn More).

When you click on Download, it will download everything your child has posted on Facebook since the time
they created the account. Save it to your hard drive and view at your leisure. Although not verified, posts,
photos, etc that were initially deleted may still show up in this download. This is why it is important to
emphasize to your child to be careful what they post - once it’s online, it’s there forever.
Employers (current and future), as well as universities and colleges are now looking at what people post online.
If they find something they don’t like, your child could lose a good job after school or not get into the college or
university they want to. This goes for more than just Facebook. They will go to a search engine, such as
Google, and input a name in quotes to see what kind of results pop up. The quotes refine the results. So,
inputting “Jane Doe” will bring up links related only to Jane Doe. If they input plain Jane Doe, then they’d get
results for any link related to Jane, Doe and Jane Does. They sometimes refine the searches even more by
putting in “Jane Doe” + Acton +Maine, etc. It is recommended that you do this kind of search, also known as an
ego search, on you and anyone in your family once a month or so, just to see what results you get.
It is highly recommended to go through each tab at the top, then each link provided, just to make sure the
information is not only correct, but what you want seen to others on Facebook.
Next go to the top, click on Account again, then Privacy Settings:

Starting at the top, Connecting on Facebook, click on View Settings:

The default is that the pulldown menus on the right are set so that Everyone (even people not on Facebook) can
see everything in the profile. Change this by clicking on the tab and making a selection. It’s recommended to
choose Friends Only for each one. After you make these changes, click on “Preview My Profile” and you can
see how the profile looks to someone who is not on your Friends list. For example:

You can also type in a name from the Friend list to see how your profile looks to them when they click on it.
Click on Back to Privacy Settings and select under Sharing on Facebook, Customize Settings. Again, the default
is set so that Everyone can see everything in the profile. This needs to be changed - recommended is Friends
Only:

Click on Back to Privacy, then under Applications and Websites, click on Edit your settings. Next to Info
accessible through your Friends, click on Edit Settings

The default is that all the boxes are
checked. Uncheck all, unless you feel
comfortable with some information
being accessible to applications, games
& websites. Click on Save Settings.
Next, click on Instant Personalization.
It is recommended to uncheck the box.

Click on Back to Applications, then click on Public Search. Again, it is recommended to uncheck the box, then
go Back to Applications, then Back to Privacy.

Go back to the profile and click on Photos:

Click on Album Privacy:

Change the settings from Everyone to Friends Only for each and every
Photo Album. Do the same if there are any videos posted on the profile
as well.

Facebook has recently offered changes to the profile layout, so that it
may look like this:

Jane Doe

The Accounts Settings and Privacy Settings are the same. You can also click on Edit Profile and go through
everything to make sure that what you put in is what you really want others to see:

Reporting Someone - Go to their profile, then Click on Report/Block this person at the bottom left :

This brings up a separate window:

Select the appropriate complaint and Block the person as well.
If someone is using your photo/video that is your property and you did not give them permission to post on their
profile, click on the “Is This Your Intellectual Property?”
This brings you to Facebook’s “How to Report Claims of Intellectual Property Infringement” page.
Click on “automated DMCA form” in the second section and fill out, then submit:

What NOT to post on Facebook:

•
•
•
•
•
•
•
•
•
•
•
•

Your full birth date and place of birth
Your mother’s maiden name
Your home address
Status updates that show when you’ll be away from home
Posting where you are (Places)
Incriminating photos (drinking, smoking, overtly sexual)
Posting updates that you didn’t pay your taxes, you “dined & dashed,” etc
Your home phone and/or cell phone number
That you raced your brand new Camaro on dirt roads and now it’s damaged and you’re gonna get
your insurance to cover the damage
That you’re having fun when you called in sick to school or work
Photos that show valuables at home
Anything you don’t want to show up in a search

Just remember - for now, Facebook keeps any thing you’ve posted and deleted, indefinitely. Which means that
the photo of you drinking beer when you’re underage is still out there.
Also be mindful to what you post as a status or comment on someone else’s profile. A good rule of thumb: If
you wouldn’t say it to someone in person, the do NOT post it online.
Facebook is a great site, a good way to keep in touch with friends and family who aren’t nearby and to make
new friends. Just follow the tips in this guide and you and your family can be safer on Facebook.

Jayne A. Hitchcock is a noted cyberbullying and cybercrime expert who is president of two all-volunteer
organizations, Working to Halt Online Abuse (WHO@) and WHO@-KTD (Kids/Teen Division) at
haltabusektd.org. She speaks to students from elementary up to college/university level, as well as to parents,
educators, libraries and other organizations. She also provides training to law enforcement from the local to
federal levels and has appeared in the media about cyberbullying and cyberstalking. For more information, visit
haltabuse.org or haltabusektd.org, email her at whoa@haltabuse.org, phone/fax 561-828-2801

